Links to the Financial
Education Planning
Framework

Learning objectives

To recognise suspicious
emails which may be

phishing for information
or scams.

| know there are financial
risks associated with
spending money online e.g
scams and phishing (?-11).

To understand why it is
important not to share
personal information such
as usernames or passwords.

| can describe some ways
to keep my money and
personal information safe
when using the internet
e.g. protecting passwords

and PINs (2-11).

To understand the
consequences of sharing
personal information.

| understand some
consequences of financial
scams and how they might
make me feel (9-11).




WHAT DO WE KNOW
ABOUT SCAMS?

Ask the class what they
know about online scams

Explain that a scam is when
someone fricks you by getting
you to give them something

that belongs to you. Some
scammers want to trick you into
handing over information such
as usernames, passwords, email
addresses and bank account
details. It is usually done as

an email but can also be done
on the phone. It could also

be that you give them money
for something that you do not
receive or the item you receive
is a disappointment and not
what was expected.

Q: How can we help

others to avoid getting

scammed online?
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SPOTTING A SCAM

The scene: A group of
children were allowed to go
on the computers at school and
were told that, if they finished
their work early, they could
spend a bit of time playing

an online maths game. While
online playing the game, a
pop-up ad has appeared for

a competition to win £1,000.
All they have to do is click on
the link and enter information
about themselves, including
their name, address, and date
of birth. It also asks them to
enter some bank account
details, including a debit card
number, so the prize can be
paid to the winner. One of the
children gets excited about the
possibility of winning £1,000
and starts entering their
information, but their friend
spots what they doing over
their shoulder and warns them
that it's probably a scam.

At the end of the session, you may wish to explain that schools have
cyber security protection that works to block this kind of scam entering
the school’s IT network so this incident would not likely happen in
school. Explain that this exercise was done as a role play so that
children could experience all that is involved in understanding the
consequences of phishing and scams and how to keep safe.



https://www.youtube.com/watch?v=ySHvOKOmnAk

